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Abstract

The devOps approach known as Infrastructure as Code (laC) automates all of the infrastructure's
requirements to improve deployment speed, security, scalability, and automatic backup and restoration.
Writing code that explains the infrastructure—which allows resources to be generated, destroyed,
scaled, replaced, and relocated with ease—is the focus of Infrastructure as a Code (laC). Installing an
operating system on it, setting up servers on instance, adjusting how the software in the instances
communicates with one other, and much more are all part of the scripting environment process. In order
to achieve an effective infrastructure across all sectors while maintaining security via the usage of public
and private clouds, this paper examines a number of tools and technology sets. By automating
infrastructure deployment and procedures, continually enhancing the integration and delivery process,
and monitoring application performance indicators, DevOps dismantles communication silos and
enhances teamwork and productivity. In DevOps, automation is essential, and "Infrastructure as code
(1aC)" is a critical component of automation. The management of infrastructure in cloud and physical
datacenter systems will also be covered in this article, along with the impact of agile, DevOps, and 1aC
on infrastructure management. e. In order to achieve an effective infrastructure across all sectors while
maintaining security via the usage of public and private clouds, this paper examines a number of tools
and technology sets. Our results indicate that adopting 1aC has many advantages, but there may also be
some difficulties in putting 1aC into practice. Additionally, the research recognizes the contribution of
DevOps, cloud systems, and agile to the deployment of Infrastructure as a code.

Keywords: - Infrastructure As Code (l1aC), Backup and Restores, Cloud Systems, Agile, Automated,
Workflows, DevOps.

l. INTRODUCTION

Companies' perspectives on development and operation have evolved as a result of the growing need to
supply quick product upgrades and extend the lifespan of software releases in order to boost customer
satisfaction. Lack of cross-departmental connectivity is causing problems for IT organizations and
slowing down the process of delivering finished software to clients. Operating the infrastructure used
to be the responsibility of a whole team [1]. Ordering quotations, assembling the rack, cooling, and
power, as well as installing the operating systems, programs, dependencies, and configuring the
application files, were just a few of the tasks this operation team (OPS) had to do in order to have
additional infrastructure resources [2, 3]. Every time they needed to ascend and get more computers,
they had to go through this procedure. Simultaneously, another team (Dev) created and constructed the
software program, which was then sent to the OPS team for installation in the constructed infrastructure.

.
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Many sysadmins are embracing the Infrastructure as Code method to deliver such resources using
DevOps technologies like Ansible, Chef, Puppet, and Terraform, rather than racking computers and
connecting in network connections [3, 4]. Developers and operations teams are thus concentrating on
developing and running code to specify, implement, and maintain the cloud infrastructure. To address
concerns about privacy, security, performance, fault tolerance, and latency, businesses are shifting to
the cloud [4, 5]. In order to improve fault tolerance and enable a more seamless recovery from cloud
provider disruptions, businesses are using humerous clouds. To describe many clouds in this context,
the industry came up with the term "multi-cloud.” However, since each provider has its own tools,
procedures, and APIs, multi-cloud deployments introduce an additional degree of complexity [5, 6].
Code for Infrastructure (laC) The process of building infrastructure is dynamic and often calls for
constant adjustments and enhancements in areas like maintainability, fault tolerance, scalability, and
performance. Delays and a reduction in organizational agility resulted from the manual and laborious
process of building and deploying infrastructure components in conventional setups [6, 7].
Infrastructure components are today seen as little more than software constructs, a code that can be
shared by other teams, thanks to the rise of 1aC. Using a set of principles, techniques, and tools to
optimize software delivery time, Infrastructure as Code (1aC) is an approach to infrastructure
automation based on development and operations (DevOps) practices that encourage ongoing
collaboration between developers and operations staff [5]. An laC solution adheres to the following
guidelines, to sum up this concept:

e The widely accepted idea of version control states that each release is associated with a source
code build that is kept as a versioned artefact in the environment. A similar idea is used in 1aC
to use version-control commits in the source code repository to manage the infrastructure and
modifications. This makes it possible to track modifications made to the infrastructure
specification, including who made them, what changed, and [5, 6]. This is essential when
reverting to an earlier version of the code to debug a problem.

e The ability of 1aC to consistently provide the same environment and related properties (as
specified in the version-controlled system) each time it is called upon is known as predictability
[5].

e Consistency guarantees a comparable environment across many occurrences of the same
baseline code. By doing this, while creating complicated infrastructure entities by hand,
inconsistencies and deviations from configuration are avoided [4, 5].

e A repeatable solution is one that, depending on the input, consistently yields the same
outcomes.

e Theterm "composability" describes a service that may be utilized to create complex application
systems and is maintained in an abstract and modular manner [6]. Instead of worrying about
the intricate technicalities and the logic involved in provisioning, this functionality enables
customers to concentrate on the goal application development [6].

1.1 1aC Concepts

e All infrastructure resources and components, including directories, packages, user accounts,
utilities, and settings, are specified as code [6, 7].

o Each laC tool has a word that refers to its source code, such as manifests, templates, playbooks,
recipes, and cookbooks [7, 8].

e |aC adds features including greater dependability, notable speed gains, and repeatability.

e |aC provides build consistency.

e
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For instance, spinning up several environments (such as development, QA, staging, and production)
from the same codebase guarantees that little configuration drift is introduced between the
environments, preserving the domain's sanity.
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Fig. 1 Provisioning Infrastructure vs. Configuration Management. [8]

In the cutthroat and fast-paced commercial environment of today, cloud computing is increasingly
commonplace. Businesses and developers stand to benefit greatly from faster runtimes, scalability on
demand, code integrity, and improved software and application performance when paired with the
DevOps culture [9].

Cloud computing is here to stay because it is expected to revolutionize the deployment and management
of IT by lowering implementation, maintenance, and complexity costs while boosting innovation,
speeding up time to market, and enabling the scalability of high-performance infrastructures and
applications as needed [9, 10]. As cloud computing adaptation progressed, a number of service models
emerged that fall into three main categories:

e Infrastructure as a Service, or laaS, is a broad term that includes infrastructure-related features
including networks, computation, raw storage space, virtual machines, and [10]. Sent to the
client and used by them.

e PaaS Often referred to as Platform as a Service, it offers a toolbox and a variety of programming
languages.

e Software as a Service, or SaaS, is a cloud-based platform that offers the end user interface of a
whole program [11].

1.2 DevOps

A cultural movement that is bridging the gap between both development and operations teams is
symbolized by DevOps, which is a mix of development and operations [12]. Software developers and
IT teams may create, test, and deliver software more quickly and reliably by automating and integrating
processes via a set of methods called DevOps. To accomplish automation, a variety of devOps tools are
used.

1.3 1aC

e
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The method of automatically configuring system requirements and provisioning both local and remote
instances is known as infrastructure as code (1aC) [13]. Continuous deployment is automated with laC
scripts. Well-known laC technologies that provide tools for autonomously configuring and provisioning
software deployment infrastructure utilizing cloud instances include Terraform, Ansible, [12,14], and
others. With an emphasis on cloud computing's laaS service, which can be deployed on any deployment
model with the use of appropriate tools retrieved from the devOps ecosystem, laC and devOps are

closely associated. It was useful to re-deploy the infrastructures [15].

- It became simple to share and use infrastructure and code.

- Infrastructure becomes scalable, allowing resources to be readily up- and down-scaled.
- We can lower our infrastructure expenses by implementing a pay-per-use strategy [15].
1.3.1 1aC in Public Cloud

AWS, Azure, Google Cloud, and other public cloud services are used in conjunction with devOps

technologies to accomplish the goal of infrastructure automation [15, 16]. The tool types listed below

comprise a typical approach for implementing laC structure:

- Tools from Art Factory to save your information;

- Communication tools for collaboration; remote machine configuration via configuration
management;

- Tools for continuous integration to include the code [16],

- Tools for managing source code control to oversee version control;

1.3.2 laC in Private Cloud

The term "private cloud" refers to the on-premises deployment of resources via the use of virtualization

and resource management technologies. Although on-premises deployment lacks many of the

advantages of cloud computing, it is sometimes chosen because it offers dedicated resources. This
deployment paradigm, which uses virtualization and application management technologies to attempt
to improve resource usage, is often the same as older IT infrastructure [17]. There are two main types

of private cloud [17].

- Private Platform as a Service (PaaS) and Private Infrastructure as a Service (PaaS) are often referred
to as Enterprise PaaS.

- Itis possible to deploy Private PaaS and Enterprise PaaS in both internal and external settings. It
may be set up, for instance, on AWS and in a customer's local data center using private laaS,
virtualized, and bare metal. Private laaS is not necessary for private PaaS or enterprise PaaS.

Il. RELATED WORK

(Garg, A. 2024) In dispersed systems, manual infrastructure provisioning restricted stability, scalability,

and flexibility. Implementing infrastructure changes now takes just a few minutes thanks to the adoption

of Infrastructure as Code (l1aC) concepts, which have significantly increased deployment agility [18].

Dynamic scaling was made possible by automation, which improved cost and resource efficiency [19].

laC reduced the dangers of configuration drift and security flaws by standardized configurations as

code, which increased consistency and dependability.

(Chijioke-Uche, J. 2022) Without automation and a versioning plan, implementing hybrid and

multicloud infrastructure might have a detrimental effect on an organization's productivity [19, 20].

Because implementation solutions, such as automated and DevOps methods, provide resources for

recurring infrastructure installation use cases, organization executives must make sure that

infrastructures are deployed utilizing the infrastructure as code (1aC) approach.

(Ketonen, T. 2024) The area of cloud-to-cloud migration, which is made possible by the Infrastructure

as Code (laC) approach, is examined in this thesis. Organizations want to reduce operating costs,

improve system flexibility, and adapt to shifting market needs as the cloud computing environment

147
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continues to change quickly. The capacity to effectively switch between cloud providers becomes
crucial in this situation [21].

(Santoro, F. 2024) Modern technological and communications infrastructures have become increasingly
software-based systems in recent years due to the development of technologies like Infrastructure as
Code (IaC) and Policy as Code (PaC) [22]. Faster deployment, scalability, and easier network
administration have all been made possible by this progression. Furthermore, the environment has
become more varied due to the increasing number of Infrastructure as Code (1aC)-based solutions, thus
before provisioning and deploying the infrastructure, each business must choose the best option for its
requirements while maintaining policy compliance.

Related Research

DevOps Automation

This section will This section will present This section will present This section will define
present agile concept  DevOps conceplts, how the need and motivation infrastructure as a code
and agile values. and why it is emerged. for automation in DevOps and account for the
which are believed to  Also, a model will be and will present the opportunities and
have impact on present for understanding  implementation of challenges with
emerging DevOps DevOps, where automation in DevOps implementing it that
concept Automation is considered  phases, where the have been identified in

avery important partinit  deployment phase will be existing research.

which will be discussed in  the focus in the next

the next section. section.

Fig. 1 A model to describe the flow of the related research [13].
I1l. RESEARCH METHODOLOGY
The procedures and methods by which the study will be carried out appropriately in a given field, where
the researcher employs its instruments and guidelines to gather data, analyze it, and resolve an issue in
that field, are known as the research methodology [13, 15]. The purpose of this paper's exploratory
single case study is to identify and comprehend certain ideas, standards, or values that are influenced
by the research participants' frame of reference. The case study was conducted at Rebtel Networks AB,
[18], a technology firm that provides goods and services to migrants with the goal of empowering them.
Only participants from the firm participated in the data gathering.

Table 1 Phases of data analysis.

Phase Description of the process
The participants' audio data was transcribed, read aloud many
times in an active manner to look for trends and meanings, and
notes were taken.
I utilized line-by-line coding to identify the most intriguing and
2- Generating initial codes significant aspects of the data while keeping my research topics in
mind.
I compiled and merged various codes into code groups by
analyzing the resulting codes. | then classified these code groups
3- Searching for themes into code categories after looking for higher level categories. The
coding categories were then used to generate themes. | utilized
tools like Atlas Cloud and mental maps to aid me in this process.
I looked to see whether the themes could be combined, divided into
distinct themes, or removed. Two stages of refining were involved:

QOFPEN aACCESS 148
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a review of the themes using both the whole data set and coded
data extracts. In this stage, creating theme maps was also helpful.
In order to provide a precise description and name for every topic,
5- Defining and naming | the substance of each subject was ascertained, as well as what it
themes captured in connection to the whole narrative. Four major topics
were so selected to be presented in the results section.

In order to write the discussion and finish the final report, |
6- Producing the report conducted a final analysis of the chosen themes and connected their
results to the research questions and associated activities.

IV. RESULT
The results of the study design will be shown in the parts that follow. The outcome, which comes from
in-depth interviews, will be shown in four distinct themes that are created throughout the analytical
process [18]. These topics include experiences in the Iron Age, the Cloud Age, Agile and DevOps, and
the potential and difficulties of adopting 1aC. DevOps, infrastructure management both beforehand and
following the cloud, and infrastructure as a code are all familiar to the respondents in Table 1. Terraform
(https://www.terraform.io/) is a technology for infrastructure as a code, and both Preto and Maharjan
use the Microsoft Azure cloud for their infrastructure. For infrastructure as a code, Hammami uses the
Cloud Deployment Manager and the Google Cloud Platform. Andrade uses Terraform and
CloudFormation be (https://aws.amazon.com/cloudformation/) as tools for Infrastructure as a Code and
Amazon Web Services (AWS) for Web infrastructure.
4.1 Agile and DevOps
This section demonstrates how Agile and DevOps are related. Understanding how these ideas impact
1aC later on will be made easier with the aid of this section [16]. According to the answers, the business
is reasonably agile. Preto said that since the business creates its own goods, implementing agile was
simple. However, based on his experience, he believes that agile is still difficult to implement in
outsourced projects since you have a fourteen-closed estimate to create something that satisfies certain
specifications [18]. Consequently, additional work must be dedicated to precisely determining what has
to be done, when, and how [16].
“We refine our goals, make incremental changes to the product, and release it
out every few weeks, depending on our sprint time. It's quite effective [agile]. -
Petro
4.2 Experiences during the Iron Age
The results of the participant's experience dealing with physical infrastructure management are shown
in this section [16, 18]. According to the findings, the respondents had several difficulties and issues
while dealing with physical infrastructure management prior to the cloud.
“Due to a lack of tools, we were unable to remotely monitor and debug very
successfully. Instead, we had to personally verify when anything went wrong.
It was difficult to manage the infrastructure hardware alone as you had to
consider and understand every piece of hardware, including the disk, CPU,
memory, etc. ” - Hammami
4.3 Experiences during the cloud age
The results from the participant's experience managing cloud infrastructure are shown in this section
[19, 20]. As was already noted, there are several restrictions and difficulties with the physical
infrastructure.
“It becomes easy, affordable, and appealing with the cloud's abstraction of the
hardware layer. Before the cloud, it would have been almost impossible for us

e
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to have the same application distributed across many nations and continents. ”
— Andrade
“You can deploy simply your code and further abstract the hardware to
become serverless. That way, all you have to consider is your application's
actual code.” - Maharjan

4.4 The challenges and opportunities with implementing l1aC

One intriguing finding from the study's findings is how respondents saw laC's chances and problems

from various angles. | will outline the potential and difficulties in this part [20, 21] based on the most

frequently mentioned factors by the respondents.

- Adaptability and resource conservation the participants' most frequent answers were "flexibility"
and "saving time and resources."

- The uniformity that 1aC can attain was another topic that all of the responders brought up.

- The respondents found that establishing infrastructure resources manually using the GUI presented
significant challenges due to human error and non-homogeneous naming [22].

- The process of versioning Versioning was seen by both Hammami and Preto as the third crucial
component of 1aC. According to a number of responders, versioning the infrastructure deployment
makes it clear who performed what, where, and when [22].

- The capacity to repeat Every responder said that a major benefit they could have before was the
ability to quickly and consistently build several environments (development, testing, and
production) using the same code [23].

- laC may be very important in infrastructure risk management, according to a number of responders
[23]. 1aC, according to Andrade and Maharjan, is a highly effective and affordable method of
providing a disaster recovery solution for the infrastructure environment.

- Andrade and Mabharjan said that having a continuous integration and continuous delivery pipeline
is a crucial DevOps approach [24, 25].

- Records Preto contends that the code is the ideal location for documentation. The other respondents
agreed with Preto, stating that the 1aC code is really straightforward and simple to read and
comprehend [21].

- Proficiency As previously said, manually generating infrastructure resources may be a highly
annoying task, particularly when certain resources need to be recreated because they were
misconfigured.

V. DISCUSSION

Gaining a deeper understanding of the infrastructure as a code (1aC) idea and identifying the potential
and obstacles associated with its implementation are the goals of this research. | conducted a case study
on an laC deployment with five individuals in a single organization [22]. Understanding and gaining
insight into the potential and problems related to infrastructure as a service (1aC) may be achieved by
documenting the technical and managerial treatment of infrastructure in the Iron Age and the Cloud
Age, from conventional management through agile to DevOps [21, 23]. Because manual chores are far
more likely to be forgotten, neglected, or performed improperly, the research discovered that 1aC can
resolve human errors and non-homogeneous haming for infrastructure resources, which is a significant
difficulty when done manually [25]. Evidence of this has also been found in earlier studies, such as the
fact that 1aC has a significant chance to replace manual setup and error-prone shell scripts with
dependable and resilient code to provide a consistent representation of the established infrastructure.

VI. CONCLUSION

laC refers to the method and technique of using code to represent the underlying resources that underpin

our company. Teams of any size may utilize it, regardless of whether they use their own data center or

e
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cloud providers like AWS, GCP, or Azure. The primary distinction between private and public clouds
is that in the former, you are directly in charge of running the complete infrastructure, administering
the machines, and invoicing for the services and machine payments. You don't have direct access to or
control over the computers while using a public cloud. A private cloud prioritizes all types of IT
upgrades, patches, and fixes in terms of security. IT can even manage the perimeters thanks to it. On
the other hand, a public cloud safeguards data by controlling security at the software and hardware
levels.

The goal of the research was to demonstrate how IT infrastructure is managed in both the Iron Age and

the Cloud Age, as well as how ideas and technologies like agile, DevOps, and laC impact IT

infrastructure management procedures. However,
"Because laC has not been widely adopted by IT organizations, empirical
studies pertaining to their experiences and challenges have not been reported."

For businesses to have a successful continuous deployment, it is crucial to research and determine the

consequences of the laC implementation problems. Additionally, it's critical to discuss the advantages

of using laC, which may help businesses release software more quickly, create a stable and reliable
environment, and increase customer satisfaction.
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