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Abstract

This research work focuses on Amazon Web Services’ security and compliance requirements while
hosting SAP environments. It reviews aspects of security particularly on data, encryption, identity and
access control and security of networks. Emerging compliance issues regarding GDPR, HIPAA, and
SOX are explained to cover data location and control. The paper also outlines how best to approach
security control management and how to use AWS tools to overcome these challenges. Identifying the
critical measures to ensure compliance and security is made; these are strongly encouraged to be
managed as well as applied actively and with the help of key features of AWS.
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Introduction

1.1 Overview of SAP Systems and AWS

SAP systems are the systems that help to run the entire businesses with the help of enterprise resource
planning (ERP) software solutions that contain vital business operations like finance, logistics, human
resources, and supply chain management. These systems are important in large organization as they
provided tools for  methods of  operations and  decision-making  processes.
Earlier used in-house, there is an increasing trend of companies transitioning SAP applications to cloud
computing for better elasticity, modularity, and economy (Park et al., 2022). AWS is one of the most
popular cloud solutions that provide high-level security for SAP systems and diversified scalable
possibilities.

AWS owns several services like EC2, S3, and RDS which can be finely tuned for SAP applications
making it possible for the enterprises to have an advantage of the cloud based on-demand computing,
storage and data base. The main benefits contained in SAP migration to AWS crucial for business
operations are improvements in operational flexibility and cost management effectiveness but at the
same time, security challenges and compliance issues that have to be solved.

1.2 Importance of Security and Compliance in Cloud Environments

Security and compliance are always major issues when it comes to the running of systems and especially
for enterprise applications like the SAP systems. According to the demands of businesses where the
operations have been moved to the cloud, the information data structures, applications, and systems
must be safeguarded from breaches, vandals, and other threats.
Security controls are crucial in avoiding exposure of information to unauthorized personnel by
incorporating adequate control measures like encrypted codes, users and privilege access, and protective
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structures concerning the network (Makka, 2022). While compliance guarantees that organisations
operate in accordance with the legal and sectorial requirements including GDPR, HIPAA, or SOX. Non-
compliance with any of the listed standards immortalizes the Organization to legal consequences,
financial loses, and reputational damage.
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Figure 1 AWS Security Solutions for SAP S/4HANA (Syntax, 2022)
In cloud environments it becomes imperative that the organization remains in control of the location
data resides, is processed and is made available to users. Including shared responsibility models of cloud
providers such as AWS, it is critical to identify the concepts of responsibilities and security measures
for protecting the enterprise systems, and compliance with legal provisions.
1.3 Objectives of the Research
e Discuss on the main areas of concern in terms of security while implementing SAP systems
within AWS environment.
e SAP deployment on AWS compliance reporting and issues.
e Determine what practices should be followed to safeguard and maintain SAP workloads’
compliance within cloud setting.
e Discover AWS solutions and functionalities assisting in securing and improving compliance for
SAP environments.
¢ Identify and explain some security and compliance issues most firms encounter in cloud and
recommend measures of addressing these issues.
e Offer best practices for organisations to enhance the SAP applications on AWS with a specific
focus on the security and compliance.
Background
2.1 Overview of SAP Systems
SAP systems are full functional ERP solutions meant to address the many processes within an
organization. SAP which is an acronym for Systems, Applications, and Products offers numerous
software packages that addresses basic business activities including accounting, manufacturing and
distribution, personnel, purchasing and selling among others.
These systems enable the business to organize the operations and data in a better manner, automate
processes and provide real-time information to support the decision making (Fortino et al., 2022). SAP
systems are used by majority of large enterprises because of these qualities to include; scalability,
flexibility and have the potential capacity to accommodate complex business activities.
Being a traditional on-premise system, SAP advanced to a cloud format with solutions, such as SAP
S/4AHANA that provides solution such as better performance, analytics, and digital business alteration.
Increased clienteles’ demands towards cloud solutions, for instance, AWS, have forced organizations to
host SAP systems on cloud environment to obtain efficiency, and cost advantages.
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2.2 Overview of AWS Services for SAP

AWS provides organizations with a highly-suited cloud solution specifically for SAP applications that
helps them host their SAP solutions in a secure, flexible, and economical model.
AWS has extended several services which are designed and optimized for SAP Solutions and those are
Computational Service, Storage Service & Database Service that guarantee high availability & high
performance to important applications. Some major services are Amazon EC2 for business capacity
utilization for SAP application and Amazon S3 for storage of SAP data.
Amazon RDS and Amazon Aurora provide the facility of managed database services to optimize the
SAP HANA and other SAP certified databases. AWS also offers such products as AWS Backup for
creating automated data protection solutions and AWS Identity and Access Management (IAM) for
managing users’ access to protect the data. It reveals that organisations using AWS gets flexibility,
implement disaster recovery solutions for SAP systems, and scale resources for SAP environments, that
strengthens operations.

2.3 Key Security and Compliance Challenges in Cloud Computing

Cloud computing brings in a number of new security and compliance considerations especially when it
comes to the implementation of important enterprise applications such as SAP. Among the challenges
faced when developing the app one of them is the protection of data. One of the ways through which
information can be protected is through use of encryption to ensure that information is secured even
when in transit, and when stored on storage media (Loaiza Enriquez, 2021). Access control management
is also essential as misconfigurations can bring in threat actors’ attention to sensitive data.
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Figure 2 Security, Identity, & Compliance (AWS, 2022)

Problems of compliance appear when cloud infrastructures span over multiple geographical locations
which are governed under different laws like GDPR and HIPAA. The notion of data residency,
sovereignty, and adherence to a range of legal needs becomes challenging when many clouds or the
hybrid model is used.

One is the approach of cloud providers such as AWS that uses the shared responsibility model where
AWS protects the infrastructure and organization has to protect the data, configurations, and
applications. It may therefore result to gaps in security in the division of duties in case it is mishandled.
Sustaining security is only possible when accompanied by compliance which in cloud computing is
possible through auditing and vulnerability assessments and observing industrial standards.
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Security Considerations

3.1 Data Protection and Encryption

Security and protection of data is one of the most important things that needs to be considered when
working with SAP systems in AWS. It is crucial to safeguard privacy and data from hackers, theft and
loss since data is the key asset of various companies. The AWS offers various components and services
to assist in the protection of data through utilising encryption while it is in transit and while stored
(Micro, 2020).

To encrypt data at rest there is AWS Key Management Service (KMS) whereby organizations have the
ability to control KMS keys and use them across services such as Amazon S3, Elastic Block Store
(EBS), and Relational Data Service (RDS). This serves to make sure that data that has been stored has
to be protected and encrypted in case there is a violation of the system.

In case of data in transit, Tunnelling protocols such as Transport Layer Security (TLS) protocols are
employed with aim of providing secure communication between different users, applications and
services. Adopting Encryption properly contributes to compliance with the related regulations including
GDPR or HIPAA, and contributes to manage risks associated with data exposure or theft in cloud in
respect to cyber-attacks.

Table 1 Data Protection and Encryption Approaches

Method Description AWS Service Encryption Example
Standard

At Rest | Data encryption at | AWS KMS, S3 AES-256 SAP database

Encryption storage backups

In Transit | Data  encryption | TLS, AWS | TLS/SSL Data between SAP

Encryption during transfer Certificate components
Manager

Backup Encrypting backup | AWS Backup, S3 | AES-256 SAP backup files

Encryption data

3.2 Identity and Access Management

The first important step in securing SAP systems on AWS is IAM, because it determines who can
interact with the company’s AWS resources as well as what actions are permitted to them at any given
time. Effective management of identities and access is vital in addressing issue of unwanted users as
well as compromise of organizational data and abuse of organizational assets.

AWS offers a mature IAM feature that can help companies to set detailed permissions for their
employees. This is done by developing account structures with roles and groups, and policies that let
users work only as required by the principle of least privilege. Multi-factor authentication (MFA) option
is also provided to make the account more secure in case of access to the sensitive information.

RBAC and AWS IAM help organizations to limit the access of the users to the SAP systems by allowing
user-specific authorization. You also get tools like AWS CloudTrail and AWS Config that helps in
tracking the access activity so that the internal security policies and protocol as well as the outside
regulatory framework are met.

3.3 Network Security

Security is a critical fundamental and when implementing SAP systems on AWS it provides a cover to
data and applications from ant access, threats and other form of vulnerabilities. AWS offers multiple
options and characteristics to protect the network as well as the communication channels from unwanted
access to SAP
Amazon VPC provides organisations with a way of compartmentalising the den SAP environments

systems and other services.
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creating a virtual computer network with its security parameters. In VPC, subnets routing tables, and
security groups can be set in a way that will manage traffic that is being allowed in and out. Network
segmentation and the use firewalls help to restrict traffic to only those that would be permitted to access
SAP resources.

AWS also have features such as AWS Shield for protection against Distributed Denial of Service
(DDoS) attack, and AWS WAF (Web Application Firewall) for protection against known web threats
(Lonnemann, 2022). That is why it is critical to have sound network security measures that an
organization can adopt to reduce its vulnerability to cyber threats and ensure a secure SAP setup in
AWS.

3.4 Vulnerability Management and Threat Detection

Risk evaluation and threat identification are important in safeguarding SAP applications to prevent
imminent securities threats that may compromise the infrastructure of AWS. AWS offers range of
solutions and solutions that assist organizations in the continuous monitoring and counteraction to
threats.

The Amazon Inspector is one of the critical tools for the Vulnerability Assessments as it scans the SAP
workloads for security vulnerabilities including that of unpatched software, misconfigured settings or
old packages for example. This means that organizations can easily identify the weaknesses inherent in
the systems being used and apply the right patches or update for the same. Also, AWS Systems Manager
Patch Manager is used to manage patching and update systems to the latest to improve on security.
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Figure 3 AWS Security Solutions for SAP S/4HANA (I11): Infrastructure Protection (Syntax, 2022)
In terms of identifying threats in real-time, AWS Guard Duty processes logs and network traffic for
identified threats and AWS Security Hub is a virtual security operations center where all alerts are
managed and responded to. The former is computed to facilitate timely threat identification to avert any
openings, which if exploited, would compromise SAP systems on AWS hence fortifying the general
security entrenchments.

3.5 Incident Response and Recovery

Reflections on security incidents as well as response and recovery mechanisms are key in preventing
and controlling the effects of insecurity in SAP systems facing AWS. AWS has various features like
AWS CloudTrail and AWS Config that allow the organizations to monitor and log the security events
and quickly respond to the incidents (Maurer et al., 2020). AWS CloudWatch provides features of event
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visibility and real-time monitoring and notification to the development teams to respond more
effectively to technical problems.

In recovery, AWS Backup helps in becoming independent of the data protection and restoration
environment so that the continuity of business is maintained. Maintaining an effective incident response
plan, containing specific worked through procedures, along with communication protocols, are critical
for organizations in effectively managing and recovering from security incidents while also reducing
the amount of downtime as well as loss of data to a minimum.

Table 2 Incident Response and Recovery Plan

Component | Description Tools Used Response Time

Detection Identifying incidents | AWS GuardDuty, CloudWatch | Within 5 minutes

Response Managing incidents | AWS Lambda, System Within 30 minutes
s Manager

Backup Data backup AWS Backup, S3 Daily backups

Recovery Restoring data AWS Disaster Recovery Within 1 hour

Forensics Analyzing incidents | AWS CloudTrail Within 24 hours

Compliance Considerations

4.1 Relevant Regulatory Frameworks (e.g., GDPR, HIPAA, SOX)

It is a requirement that regulatory guidelines must be followed specifically when one is using SAP
systems on the AWS platform because these frameworks govern matters to do with usage of sensitive
data as well as compliance with the law and industry best practices. The GDPR insists on data protection
and privacy measures by organizations that deal with personal data of EU citizen.

These things entail data encryption, access controls and clear and conspicuous data processing practices.
HIPAA is the acronym for the Health Insurance Portability and Accountability Act in the U. S. that
provides rules for the protection of health information that must be stored, transmitted, and accessed
securely: The Sarbanes-Oxley Act (SOX) targets the financial reporting and internal control addendiary
which requires good record keeping and audit trails.

Some of AWS’s tools and features can assist organizations to meet these regulations; however,
organizations have to put in place extra measures and frequently update regulatory compliance so that
they do not attract the law and keep sensitive data safe (Yathiraju, 2022).

Table 3 Compliance Frameworks and AWS Services

Regulation | Compliance Requirement | AWS Service Compliance Status
GDPR Data encryption and access | AWS KMS, AWS [AM Compliant
HIPAA Data protection for PHI AWS S3, AWS CloudTrail | Compliant
SOX Financial data controls AWS CloudTrail Compliant
PCI-DSS Payment data protection AWS KMS, AWS WAF Compliant

4.2 Compliance Certifications and Standards (e.g., ISO, SOC)

Compliance certifications and standards are important components towards making certain that SAP
systems on AWS are compliant with different industry needs and recommendation. AWS has multiple
compliance certifications based on several frameworks among them are ISO 27001 for information
security management and SOC 1, SOC 2, SOC 3 for controls on security, availability, and
confidentiality.

These certifications prove that AWS ensures excellent security standards to run its organization and
com-formed to all regulatory norms. For organisations that are using AWS to host SAP systems, utilising
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these certifications assists in guaranteeing that an organisations cloud environment is at optimal security
and functionality as it undertakes business compliance.

4.3 Data Residency and Sovereignty

Data residency and sovereignty play the vital role compliance while operating sap systems in aws. Data
location determines where the data collected is located which sometimes may be a problem in
compliance with different national laws protecting data. Data sovereignty makes sure that data is
governed by the laws and regulation of the country the data is located in.
Some of the services that AWS provide include AWS Regions and Availability Zones whereby an
organization is made to select certain regions and zones for the storage of data and processing. This
capability allows organizations to address legal and regulatory issues concerning the location of data
and data sovereignty that relates to control of data handling in accordance with legal requirements.

4.4 Auditing and Reporting Requirements

Data residency and sovereignty play the vital role compliance while operating sap systems in aws. Data
location determines where the data collected is located which sometimes may be a problem in
compliance with different national laws protecting data. Data sovereignty makes sure that data is
governed by the laws and regulation of the country the data is located in (Shahane, 2022).

Some of the services that AWS provide include AWS Regions and Availability Zones whereby an
organization is made to select certain regions and zones for the storage of data and processing.

This capability allows organizations to address legal and regulatory issues concerning the location of
data and data sovereignty that relates to control of data handling in accordance with legal requirements.
Best Practices for Security and Compliance

5.1 Implementing Security Controls and Measures

Security perspectives are critical since any SAP systems on AWS have to be well protected as well as
meeting compliance standards. It is first advisable to start with simple, but very effective, tools that
AWS offers by default: IAM for setting up very detailed access rights, and KMS for managing
encryption keys.

Table 4 AWS Security Features for SAP Systems

Feature Description AWS Service Example Value
IAM Roles Number of roles created AWS IAM 50 roles
Encryption Keys Total keys managed AWS KMS 100 keys
Network Segments | Isolated network segments | Amazon VPC 10 segments
Security Groups Number of security groups | AWS VPC 25 groups
CloudWatch Alarms | Active monitoring alarms | AWS CloudWatch | 30 alarms

Employ Amazon Virtual Private Cloud (VPC) to develop virtual networks and employ network security
groups as well as managed access control lists for the regulation of network traffic. Patch up the
computers with AWS Systems Manager and fix the problems and risks that may develop when in use.
Use the instruments of AWS CloudTrail and Amazon CloudWatch to log and monitor to identify and
address the security threats in real time. Also, perform security check-ups and vulnerability scans to
discover some loopholes in the security standard, and compliance with the established security measures
should also be checked on a regular basis. By following these best practices, the SAP systems are
protected, compliance is maintained and potential risks eliminated in the cloud environment.

5.2 Ensuring Compliance with Legal and Regulatory Requirements

It is paramount to adhere to legal and regulations by avoiding conflicts with the law since it is risky to
operate SAP systems in AWS without meeting the legal framework and ensure data security and
protection. Start by identifying the currents rules and regulations that are relevant to your type of
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business and or location for example, General Data Protection Regulation, Health Insurance Portability
and Accountability Act or Sarbanes-Oxley Act. AWS provides compliance support in managing these
compliances and these include the following; AWS Artifact which consists of compliance reports and
compliance certifications. Ensure that data privacy strategies such as encryption, or restricted access
are put in place to meet legal needs. Monitor the ever-shifting laws that have an impact on policies and
procedures to ensure that the manufacture’s policies and procedures remain in line with industry
recommendations. Carry out an internal audit and risk analysis to see they security measures put in
place are sound and are in line with the recommended guidelines.

Create documentation and reporting procedures to attesting compliance where it is scrutinized during
outside auditors. When implemented within your SAP processes operating on AWS, these practices will
help you keep compliance exposures and legal/regulation non-conformance in check.

5.3 Leveraging AWS Tools and Services for Security and Compliance

Secure and compliant SAP solutions are the focus of the AWS services that can be used by business
enterprises. AWS IAM is the first layer for implementing strict level of access control measures that
govern users’ permissions on cloud resources. Encrypt your data at rest and in transit using AWS KMS
as your encryption key management system. Continuously monitor threats with Amazon GuardDuty,
this is a service that analyses tags of AWS CloudTrail logs in search of security threats. AWS Config
helps in evaluating Resource configurations against compliance and monitoring the changes that affect
configurations. AWS Security Hub collects security assessment and security related information from
other services to give an overall summary of the physical security. AWS Artifact provides information
on compliance reports that may include your compliance needs as well as compliance certifications. If
harnessed properly, these tools provide organizational security and compliance for SAP systems, as well
as compliance with regulations.

Table 5 AWS Services for Security and Compliance

AWS Service | Purpose Feature Example Use
Count

AWS IAM Access management 50 policies Managing SAP system access
AWS KMS Key management 100 keys Encrypting SAP data
AWS Threat detection 1,000+ alerts | Monitoring SAP logs
GuardDuty
AWS Config Configuration 200 rules Tracking SAP configuration

management changes
AWS Logging 500+ logs Tracking user activity in SAP
CloudTrail

Challenges and Solutions

As mentioned earlier on, running SAP systems on AWS has some key issues that are specific under the
insurance of security and compliance. However, handling tangled security settings across the multiple
services in AWS remain to be a tricky task that can put the organization in a vulnerable position due to
misconfigurations. It will be appreciated that using tools like AWS Security Hub and AWS Config, is
useful in maintaining the organization’s security features and adhering to the approved policies. Another
challenge is the ability to manage compliance with different regulation across the data borders.

On the usage of AWS services for data residency AWS Artifact can be used for compliance report and
the use of AWS services for data storage in regions of the world can be used to solve the data residency
issues. Companies may experience some difficulties in incorporating the processes of security into the
ongoing processes. Problems such as these can be addressed by implementing a holistic cloud security
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strategy which includes staff training at intervals, developing protocols regarding response to any
security breaches and management protocols for vulnerabilities (Abdulraheem et al., 2020). The
identification of these challenges helps in preventing these issues from escalating or occurring as an
aftermath by providing the right solutions that guarantee the safety and sound compliance of SAP
systems on AWS.

Table 6 Common Compliance Challenges and Solutions

Challenge Description Mitigation Strategy | Implementation Detail
Data Residency Compliance with data | Regional data storage | 5 AWS regions used
location laws
Multi-Cloud Consistent ~ compliance | Unified policies and | AWS Config and
Compliance across platforms tools CloudTrail used
Regulatory Keeping up with changing | Regular policy | Quarterly audits
Updates regulations reviews
Access Control Preventing unauthorized | [AM policies and | 50 roles defined
access roles
Encryption Managing encryption | AWS KMS for key | 100 keys managed
Management keys management
Conclusion

To sum up, it is evident that the offered decision to run the SAP systems on AWS has numerous potential
benefits connected to the high flexibility, adjustability, and cost-effectiveness of this all-cloud solution,
it at the same time poses rather severe difficulties connected with security and compliance issues.
Mitigation of these risks requires professionals to have extensive knowledge of the AWS tools and
Services and actively develops a security plan to match the needed security controls, and compliance
with regulations (Kumar et al., 2022).

To pick up a bit on points 2-3, leveraging AWS’s native security features like IAM, KMS and
GuardDuty organizations can improve their current security situation as well as their overall
compliance. Daily, weekly, monthly, and annual security audits, and vulnerability self-assessments, and
overall good plans to respond to and manage incidents are important to prevent security breaches.
Ensuring data localisation and compliance to regulations that may arise in the future also helps in this
compliance process. Finally, a strategic sense of security and compliance, using AWS’s services yields
SAP systems security and compliance and ability to support business objectives well within the cloud
environment.
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